NHCcTpyKIUS M0 OpraHu3alui AHTUBUPYCHOM 3aIIIUThHI
B MyHMUIHMNIIAJIBLHOM OKOKETHOM 00111e00pa30BaTeIbHOM yUpPeKIeHUH
«Cpennss od1eodpa3oBarebHas mKkoaa Ne3» ropoaa [ukanéso

1. O0mme nosoxxkeHust

1.1. Denbto co3gaHMs CHUCTEMbl AHTUBUPYCHOM 3alUTBI  SBJsSIETCs oOOecreueHue
3aMIUIIICHHOCTH MH(HOPMAITMOHHO-KOMMYHUKaMOHHOU cuctembl (nanee MKC) ot Bo3melicTBus
pa3IMYHOTO POJAa BPEAOHOCHBIX IPOrPaMM M HECAHKIMOHHPOBAHHBIX MACCOBBIX ITOYTOBBIX
pacchUIOK, TMPENOTBpAIEHUS] UX BHEAPEHUS B MH(POPMALMOHHBIE CHUCTEMBbI, BBISBICHUS W
0e30I1aCHOr0 yJaJleHUus M3 CUCTEM B cly4yae IONaJaHus, a Takxke QUIbTpaluu I0CTyla
nosb3oBarenet OY Kk HenpoayKTHBHBIM MHTepHET-pecypcaM M KOHTPOJIS MX 3JIEKTPOHHOU
IIEPEIINUCKH.

1.2. OcHoBormonararomuMu TPeOOBaHUSAMHU K CHUCTEME aHTUBHPYCHOH 3amutel OY
ABIIAIOTCA:

- pellleHre 3a]]aul aHTUBUPYCHOM 3allIUThI JOJKHO OCYIIECTBIATHCS B OOLIEM BUJIE;

- CPEICTBO 3aIUTHI HE JOJDKHO OKa3bIBATh IMPOTHBOJAEHCTBUE KOHKPETHOMY BUPYCY MIIU
IpylnIe BHUPYCOB, IPOTHUBOJAEHUCTBUE JIOJDKHO OKa3blBaThCSA B IMPEAMNOIOKEHUSX, YTO BHUPYC
MOYET OBbITh 3aHECEH Ha KOMIIBIOTEP U O BUpYCE (O ero CTpyKType (B 4aCTHOCTH, CUTHATYpe) U
BO3MOJXKHBIX JI€HCTBUX) HUYETO HE U3BECTHO;

- pEIIEHUE 3a7aud AHTUBMPYCHOM 3aIlMUTHI JOJDKHO OCYILECTBIATHCS B PpEAJbHOM
BPEMEHH.

1.3. MeponpusaTusi, HalpaBJeHHbIE Ha peIlIeHHEe 3a1a4 110 aHTUBUPYCHOM 3allUTe:

- YCTaHOBKA TOJIbKO JIMIICH3UPOBAHHOTO MPOTPAMMHOTO oOecrieueHus nbo OecruiaTHoe
AHTUBHUPYCHOE MPOrpaMMHOE 00ECIIeUCHHE;

- peryisipHoe OOHOBJICHUE U €XeIHEBHbIC MPO(UIAKTHYECKIE TIPOBEPKU (KETATEIHHO B
Hepaboyee HOUHOE BpeMsl);

- HENpepbIBHBIA KOHTPOJb HaJ BCEMH BO3MOXHBIMU HYTSAMU HPOHUKHOBEHUS
BPEIOHOCHBIX MpOrpamMM, MOHUTOPHHI aHTUBUPYCHOH Oe3omacHOCTH U OOHapyXeHue
JECTPYKTUBHOM aKTUBHOCTHU BPEIOHOCHBIX ITporpamm Ha Bcex o0bekTax MKC;

- aHaJu3, PaHKUPOBAaHUE M NPENOTBPAIICHUE YTPO3 PAaCHPOCTPAHEHUS U BO3JAECHCTBUSA
BPEIOHOCHBIX IpOrpaMM IyTeM BbISBIEHHUS ysA3BUMocTed wucnonb3dyeMoro B MKC
ONEPALlMOHHOTO0 IMPOrpaMMHOTO 00ECHEeYeHUs] M CEeTEeBbIX YCTPOWCTB M  yCTpaHEHUs
OOHapyXeHHbIX JEPEKTOB B COOTBETCTBUM C JIaHHBIMH IIOCTaBIUMKAa IPOTrPaMMHOIO
o0ecreyeHns U IpYrux Clelualn3upOBaHHBIX SKCIEPTHBIX aHTUBUPYCHBIX CITYKO;

- MpOBeCHNE MPOPUIAKTUYECKIUX MEPONPUATHI MO MPEIOTBPALIEHUIO U OTPAaHUYCHHUIO
BUPYCHBIX OIUACMMH, BKIIOUYAIOIIUX 3arpy3Ky M pa3BEpThIBAHME CIELUAIBHBIX IPABUI
HeUTpanu3auuu (OTPaKEHUIO, U30JISLMN U JIMKBUJAIMKM) BPEAOHOCHBIX MPOTrpaMM Ha OCHOBE
pEeKOMEeHJaluil 10 KOHTPOJIIO aTak, MOJArOTABIMBAEMBIX Pa3paOOTUMKOM CPEICTB 3aIUThl OT
BPEIOHOCHBIX MPOrpaMM U JIPYTUMH CHEUUAIU3UPOBAHHBIMU SKCIEPTHBIMU aHTUBUPYCHBIMU
ciy:)x0amMM 10 TOro, Kak OyJayT BBIMYLIEHBI (pailiibl UCIIpaBIeHHUM, MPU3HAKOB U aHTUBUPYCHBIX
CUTHATYP;

- MPOBEAECHUE PETYISPHBIX MPOBEPOK IEJIOCTHOCTH KPUTHUYECKH BAXKHBIX NPOTpaMM H
JAHHBIX;

- BHEIIHUE HOCUTEIM MH()OPMAIMU HEM3BECTHOTO MPOMCXOXKIECHUS CIEAYET MPOBEPSTH
Ha HaJIM4YKMe BUPYCOB J0 UX HUCIIOJIb30BAHMUS;

- HeOOXOJMMO CTPOrO MPUICPKHUBATHCSA YCTAHOBJICHHBIX MPOILETYp IO YBEJOMIICHHUIO O
CIydasiX TIOpa)K€HUS aBTOMATHU3HPOBAHHOW HWH(OPMALIMOHHOM cpeabl KOMITbIOTEPHBIMU
BHUPYCaMU U MPUHATHUIO MEP M0 JIMKBUIALNHU TIOCIEACTBUNA OT UX IPOHUKHOBEHHS.



TexHoI0rHYeCKHEe HHCTPYKIMHU

1.1. B OVY pykoBoauTeleM [OJDKHO OBITh Ha3HAYCHO JIMII0, OTBETCTBEHHOE 3a
AHTUBUPYCHYIO 3alIUTY, B JODKHOCTHBIC HHCTPYKIIMH JIJIi KOTOPOTO JOJDKHBI OBITh TTPOITUCAHBI
MOPSAIOK ACHCTBHSI B MEPUOJA BUPYCHBIX AMHIAEMHUMN, MOPAIOK ACUCTBUN MPH BO3HUKHOBEHUU
BHEIITATHBIX CUTYAIlUH, CBSI3aHHBIX C PabOTOCIIOCOOHOCTHIO CPEJICTB aHTHUBUPYCHOW 3alHTHI,
NOPSIIOK JTIEUCTBUUA U1l YCTpaHEHUsI MOCJIEACTBUM 3apaxeHuil. B mpoTMBHOM ciiydae, BCs
OTBETCTBEHHOCTh 3a OOCCIICUCHUE AHTHBUPYCHOW 3alUTBI JIOXKHUTCS HA PYKOBOIUTEIS
YupexnaeHus.

1.2. B OY MoXeT uCIoib30BaThCs TOJIBKO JIMIICH3MOHHOE aHTUBUPYCHOE MPOTrpaMMHOE
obecnieueHue 1100 cBOOOIHO-PACIPOCTPAHIEMOE TPOrPAMMHOE OOecTieueHue.

1.3. OO0s3aTenbHOMY aHTUBUPYCHOMY KOHTPOJIO TMOJICKUT Jr00as uHGOpManus
(TexcToBbie (alapl JIOOBIX (GopMaToB, (aiybl JAaHHBIX, HCHOJHSEMbIE (DAiIbl, MOYTOBHIE
cooOIeHus), ToaydaemMasi U TepenaBaeMasi Mo TEeJIEKOMMYHHUKAIIMOHHBIM KaHaJlaM CBSI3U, a
Takke MH(pOopMallns, HaXOAAIIasACcd Ha CheMHBIX HOCUTEISX (MarHUTHBIX TUCKax, JieHTax, CD-
ROM, DVD, flash-nakonurensx u T.1m.). KonTposnb ucxopsiieir uHGOpMAIUH HEOOXOIUMO
MPOBOANUTH HEMOCPEACTBEHHO MeEpe] apXUBUPOBAHHMEM M OTIPABKOM (3allMChI0 HAa CHEMHBIN
HOCHTEIIb).

1.4. ®aiinbl, moMeliaeMble B AJIEKTPOHHBINA apXHB, JOJDKHBI B 0053aTEIbHOM MOPSIKE
MIPOXOUTH AHTUBUPYCHBIN KOHTPOJT.

2. TpeboBaHusl K MPOBEIEHNI0 MEPONPUATHI 110 AHTUBUPYCHOM 3a1IUTe

2.1. B Hayane paboThl MpH 3arpy3Ke KOMIIBIOTEPAa B aBTOMAaTHUUYECKOM PEKUME JIOJIKHO
BBITIOJTHATHCS OOHOBIICHUE AaHTHBUPYCHBIX 0a3 U CEPBEPOB.

2.2. Ilepyoauueckue NPOBEPKU 3JIEKTPOHHBIX apXUBOB JIOJKHBI MPOBOAUTHCS HE peke
OJTHOTO pa3a B HEJENI0, JaHHBIC, PACIIOJIOKEHHBIE HAa pabdOYMX CTAaHIMIX IIOJb30BaTeNeil —
€XKEJHEBHO, B HOUHOE BPEMs 110 PACHUCAHUIO.

2.3. BHeouepeqHOl aHTHBHUPYCHBIH KOHTPOJb BCEX IUCKOB U (hailJIoB MEPCOHAIHLHOTO
KOMITbIOTEPA JJOJKEH BBIMOTHATHCS:

2.3.1. HemocpencTBeHHO MOCIE yCTAaHOBKH (M3MEHEHHS) MPOTrPaMMHOTO oOecredeHus
KOMITbIOTEpA JO0JKHA OBITh BHINIOJIHEHA aHTUBHPYCHAs MPOBEpKa Ha cepBepax M MEePCOHATbHBIX
KOMITBIOTEPAX YUPEKICHHS.

2.3.2. llpm BO3HMKHOBEHMH TMIOJO3pEHMs] Ha HaJU4We KOMIBIOTEPHOIO BHpYca
(HetunuyHast paboTa mporpamm, MOsBIEHUE I'PapUUECKUX U 3BYKOBBIX I(P(HEKTOB, UCKAKEHUN
JAHHBIX, Npornaganue Gaiaos, 4acToe MOsABICHUE COOOIIEHNH O CUCTEMHBIX OIMOKaxX M T.I1.).

2.3.3. Ilpu oTmpaBKe ¥ MOTyYSHUH AIIEKTPOHHON TOYTHI OMEPATOP JICKTPOHHOM MOUYTHI
00s13aH POBEPUTH FTEKTPOHHBIE MMCbMa U UX BJIOKEHHS Ha HAJTMYKE BUPYCOB.

2.4. B cnyuyae oOHapy»XeHHUS 3apakKeHHbIX BUpycamH (aillloB WM 3JIEKTPOHHBIX MHCEM
MOJIb30BATENN 00S3aHBI:

2.4.1. TlprocTaHOBUTH PadOTY.

2.4.2. HemelleHHO MOCTaBUTh B H3BECTHOCTh O (akTe OOHAPYKEHHUS 3apakKEHHBIX
BUpycOM (paiiJIoB OTBETCTBEHHOTO 3a OOECIeueHHEe aHTHUBUPYCHOW 3alIUTHI (B CIlydae ero
OTCYTCTBUS — AupeKkTopa) OY.

2.4.3. CoBMeCcTHO C BiaJICIbIIEM 3apaKCHHBIX BHUPYCOM (aillIoB MPOBECTH aHAIHU3
HEOOXO/IMMOCTH JIaIbHEHIIIEr0 UX MCIIOJIb30BaHMS.

2.4.4. TIpoBecTH JIeYeHHUE WM YHUYTOKEHUE 3apaKEHHBIX (aliJIoB.

3. OTBETCTBEHHOCTD
3.1. OTBEeTCTBEHHOCTh 3a OpraHU3aIMI0 AHTUBUPYCHOM 3aIllUTHl BO3Jaraercs Ha
pykoBoautens OY Ui IuIo, UM Ha3HA4EeHHOE.
3.2. OTBETCTBEHHOCTh 3a IMPOBEICHUE MEPONPHUATHI aHTUBUPYCHOTO KOHTpois B OV
BO3JIaraeTcsi Ha OTBETCTBEHHOIO 3a 0O0ecleYeHHe AaHTUBHUPYCHOM 3allMThl, COONIO/IEHUE
TpeboBaHui HacTosmed WMHCTpykiuu mnpu paboTe Ha MNEPCOHAIBHBIX pabOYMX CTaHLUAX



BO3JIaraeTcsl Ha II0JIb30BaTeNe MaHHBIX CTAaHIMKA WM MeAarora, OTBEYAIOLIEr0 3a paboTy
KOMIIBIOTEPHOIO KJlacca.

3.3. llepumogmueckuii KOHTPOJIb 32 COCTOSHHEM AaHTUBHPYCHOW 3amutel B OV
OCYILIECTBIISETCS PYKOBOJUTEIEM MU CIIELIMATIMCTOM UM HA3HAYECHHBIM.



