NMHOOPMALUUOHHAA NMNAMATKA OJ1A OBYYAIOLLUXCA

C kaxabiM rogoM MOMOAEXWN B MHTEPHETE CTaHOBUTbLCA Oonblue, a LIKONbHUKA OOHU U3
caMblX aKTUBHbIX nonb3oBaTtenen PyHeTta. Mexagy Tem, MOMMMO OrpOMHOrO Konuyectsa
BO3MOXXHOCTEWN, MHTEPHET HECET 1 Npobremsl.

3OTa namATKa AomKHa nomMmoyb Tebe Be3onacHO HaXoAUTLCS B CETW.

KoMnbroTepHble BUPYCbI

KomnbloTepHbIN BUPYC - 3TO pasHOBUOHOCTb KOMMbIOTEPHbLIX NPOrpamm, OTIMYUTENBHOMN
0COBEHHOCTBIO KOTOPOW ABMSIETCHA CNOCOBHOCTL K pa3MHOXEHUI0. B AONONHEHNE K aToMy,
BMPYCbl MOFyT MOBPEeAUTb WAW  MOSIHOCTBIO YHUHMTOXUTbL BCe annbl UM OaHHble,
NMOAKOHTPOSIbHbIE MONb30BaTEN, OT MMEHW KOTOpPOro Obina 3anyuieHa 3apaXeHHas
nporpamMma, a Takke NoBpeanTb NN Aaxe YHUYTOXUTb OrnepaLMOHHY0 CUCTEMY CO BCEMU
dannamu B Lenom. B 6onblUMHCTBE CryvYaeB pacnpoCTPaHAKTCS BUPYChl YEPE3 UHTEPHET.
MeToabl 3aWuThl OT BPE4OHOCHbIX NporpamMm:

1. cnonb3yn coBpeMEHHble onepauuoOHHbIE CUCTEMbI, MMEKLWME Cepbe3HbIn YPOBEHb
3aWuTbl OT BPE4OHOCHbIX NporpamMm;

2. MNocTtosiHHO ycTaHaBnuBam naytn (UMdpoBble 3annaTkv, KOTopble aBTOMaTUYeCKu
yCTaHaBNMBATCA C Uenbio [opaboTkym nporpamMmmbl) U Apyrne OOBHOBMNEHWUS CBOEW
onepaumoHHon cuctembl. CkadmBam nx TOSMbLKO C oduLmansHOro canta paspabotymka OC.
Ecnu cywecTtByeT pexum aBToMaTuyeckoro 06HOBIEHUS, BKIOYM €rO;

3. Pabotan Ha cBoeM KOMMbKOTEPE MNOA NpaBamMu Monb3oBaTend, a He agMuUHUCTpaTopa.
OTO He no3BoNUT BGOMNbLUMHCTBY BPEAOHOCHLIX MPOrpamMM MHCTanMpoBaTbCs Ha TBOEM
nepcoHanbHOM KOMMbIOTEPE;

4. Vicnonb3y aHTUBUPYCHble MNporpamMMHble MPOAYKTbl M3BECTHbIX Mpou3BOAUTENEN, C
aBTOMaTn4yecknm obHoBneHnem 6as;

5. OrpaHunyb pu3anyeckmin 4OCTYN K KOMMbIOTEPY A5 NOCTOPOHHUX UL

6. icnonb3yi BHeLWHME HOCUTENn WMHOpMauUUW, Takne Kak cnewska, AUCK unu camn uma
WHTEpHeTa, TONMbKO N3 MPOBEPEHHbBIX UCTOYHUKOB;

7. He oTkpbiBa KOMMNbIOTEPHbIE ddanrbl, NOSTyYEHHbIE U3 HEHAOEXHbIX UCTOYHMKOB. [daxe
Te (pannbl, KOTOpble npucnan TBOW 3HAKOMbIW. Jlydwle yTOYHW Yy Hero, OoTnpasfisn Nn OH
Tebe ux.

Cetu WI-FI

Wi-Fi - 3TO He BUA nepefayun AaHHbIX, HE TEXHOSMOrMs, a Bcero nuwb dpeHa, mapka. Euwe B
1991 rogy Hugepnanackasa komnaHma 3apermctpuposana opeHg "WECA", yto obosHayano
cnoBocoyeTaHue "Wireless Fidelity", koTopblh nepeBoauTCS Kak "becnpoBogHas TOYHOCTL".
[o Hawero BpemeHn pfowna Apyras abbpesuatypa, KoTopas SBMASETCA Takon Xxe
TexHosnornen. A1o abbpesnatypa "Wi-Fi". Takoe HasBaHue OblNo OaHO C HaMEKOM Ha
CTaHZapT BbICLLEN 3BYKOBOW TeXHUKKN Hi-Fi, 4TO B nepeBoge 03HavaeT "BblCOKas TOYHOCTL".
[a, 6ecnnaTHbIM MHTEPHET-AOCTYN B Kade, oTensax M asponoprax SBASETCA OT/IMYHOWN
BO3MOXHOCTbIO BbIXxO4a B MHTEPHET. HO MHOrMe akcnepTbl CYUTAlOT, YTO 0OLWenoCTynHbIe
Wi-Fi ceTn He aBnsatoTcs 6e3onacHbIMN.

CoBeTbl No 6e3onacHocTn paboTbl B 06wenoctynHbix cetax Wi-fi:

1. He nepegasan cBO NMYHYO MHopMauuio Yepes obenoctynHele Wi-Fi cetn. PaboTas
B HWX, XXenaTenbHO He BBOAUTL Naponu JOCTyna, NOrmHbl N Kakne-To Homepa;

2. Vicnonb3yn n OBHOBNAN aHTMBUPYCHbIE Mporpammbl U GpaHomayep. Tem cambiM Tbl
oGesonacuwb ceba OT 3aKkadkm BUpyca Ha TBOe YCTPOMNCTBO;



3. Mpwn ncnonbsoaHum Wi-Fi otkntoum cdyHkumio "O6wmn goctyn K hannam n npuHtepam”.
[aHHas yHKUMA 3aKpbiTa MO YMOYaHWUIO, OQHAKO HEKOTOPbIE NOSib30BaTeny akTUBUPYIOT
ee ons yaobctea ncnonb3oBaHusa B paboTte

unu y4yebe;

4. He ncnonb3yn nybnunynbin WI-FI ana nepegaym nnyHbIX AaHHbIX, HANpMMep Ans Bbixoda
B coumarnbHble CETU UMK B SNEKTPOHHYIO MOYTY;

5. Vicnonb3yn TONbKo 3awmuieHHoe coeauHeHue dvepe3d HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoaM MMeHHO "https://";

6. B MobunbHoM TenedoHe oTknoum pyHkumto "Mogkntoyenne k Wi-Fi astomatnyeckun”. He
Aonyckan aBToMaTMYecKoro noaknoyeHuns ycrponctea k cetam Wi-Fi 6e3 TBoero cornacusi.

CouunanbHble ceTu

CoumanbHble CeTUM aKTUBHO BXOAST B Hally XW3Hb, MHOrMe nogn paboTatoT 1 XMUBYT TaMm
NOCTOSIHHO, a B Facebook yxe 3apernctpupoBaH Munnmapg 4YenoBek, YTo ABNseTcs ogHOM
cebMOW BCex xutenen nnaHeTtbl. MHOrMe nonb3oBaTtesiv He NMOHUMAKT, YTO MHOpPMaLMA,
pasMmelleHHas MMU B coumarnbHbIX CeTSaX, MOXeT OblTb HamgeHa U UCMoNb3oBaHa Kem
YyrogHo, B TOM 4ucre He obaszaTenbHO ¢ 6rarumm HaMepeHnaMMU.

OcHoBHble coBeTbl N0 6e30MacHOCTM B coLMarnbHbIX CETAX:

1. OrpaHunyb cnmcok gpysen. Y 1ebsa B Apy3bsxX HE AOMKHO ObiTb ClyYanHbIX N HE3HAKOMbIX
nogewn;

2. 3awmiian cBo YacTHYH XKU3Hb. He ykasbiBan naponu, TenedoHsl, agpeca, aaTy TBOEro
POXOEHUA N OPYIYIO NNYHYIO MHAOPMaUUIO. 3I0YMbILLIIEHHMKM MOTYT UCNOSb30BaTb JaXe
MHdOPMaUUIO O TOM, Kak Tbl U TBOU poaUTENN NNaHMpyeTe NPOBECTU KAHUKYNbI;

3. 3awmian cBoK penytauuio - AepXu ee B YNCTOTe U 3adaBan cebe Bonpoc: xoten Obl
Tbl, YTOObI ApyrMe nonb3oBaTeNnn BUAENW, YTO Thbl 3arpyxaewb? lNogyman, npexne yem
YTO-TO ONyBnMKoBaTb, HAaNUCcaTb U 3arpy3nTb;

4. Ecnu Tbl FOBOPULLb C NIOABMW, KOTOPbIX HE 3HAELLb, HE UCMOMb3YN CBOE pearnbHOe UMS U
APYryto JIMYHYI0 MHOPMaUUK: UMSA, MECTO XUTENbCTBA, MECTO y4ebbl U npoyee;

5. N3beran pasmelueHna gotorpacui B IHTepHeTe, rae Tbl n3o6paxkeH Ha MECTHOCTU, Mo
KOTOPOW MOXXHO OMNpeaenuTb TBOE MECTOMONOXEHNE;

6. Mpn pernctpaumMm B coumanbHOM CETM HEOBXOOMMO MCMNONb30BaTb COXHbIE Maponu,
cocTosiwme n3 Byks 1 LGP M C KONMYECTBOM 3HAKOB HE MeHee 8;

7. lns couuwanbHOW CeTn, NOYTbl U APYrMX CanWToB HEOBXO4MMO WCMNONb30BaTb pasHbie
naponu. Toraa ecnu Tebs B3NOMarlT, TO 3MOYMbIWMAEHHUKA MNOfy4aT AOCTYn TOMbKO K
OQ4HOMY MECTY, a HE BO BCE Cpaay.

ONEeKTPOHHbIEe AEeHbIU

OnNEKTPOHHbIE OEHbIMN - 3TO O4YeHb YAOoOHbIM cnocob nnatexen, OAHAKO CyLLECTBYHOT
MOLLUEHHWKM, KOTOPbIE XOTAT NOSYYNTb 3TN OEHbIW.

ONEeKTPOHHbIE AEHbMM MOSBUNNCL COBCEM HEAABHO U MMEHHO M3-3a 3TOr0 BO MHOIMX
rocygapcTBax 4o CMX MOP HE NPONMCAHO NPO HUX B 3aKOHaX.

B Poccun e oHN oyHKLMOHMPYIOT N O HUX YXXe NPONMCcaHo B 3aKOHe, rae UX pa3gensioT Ha
HECKOJSIbKO BUAOB - aHOHWMHbIE N HE aHOHMMHbIE. PasHuua B TOM, YTO @HOHUMHbIE - 3TO Te,
B KOTOPbIX paspellaeTca NpoBOAMTL onepaumn 6e3 naeHTudmkaumm nonb3oBatend, a B
HeaHOHMMHbIX NaeHTUMKaLms nonb3oBaTens ABnNaeTca ob6s3aTenbHON.

Takke cnegyeT pasnuyatb 3MEKTPOHHble (PMaTHble OeHbrM (paBHbl rOCYAApPCTBEHHbLIM
BantoTam) 1 aNeKTPOHHbIe HednaTHbIe AeHbIM (He paBHbI FOCY4APCTBEHHbIM BantoTam).
OcHoBHble coBeTbl N0 6Ge3onacHon paboTe C ANEKTPOHHLIMU AeHbramu:



1. MNpuBskn K cveTy MOOUNbHBLIN TenedoH. JTO cambii YAOOHbIM M ObICTPbIM CNOCO6
BOCCTAHOBUTb [OCTYN K cyeTy. [NpuBaA3aHHbIn TenedoH nomMoxeT, ecnv 3abyaellb CBOK
nnaTexHbl Naponb Uu 3anjellb Ha CanuT C HE3HAKOMOro YCTPOWCTBA;

2. Vicnonb3yn ogHopasoBble naponu. locne nepexoga Ha ycuneHHyto aBTopusaunto Tebe
yXe He ByfeT yrpoxaTb ONacHOCTb KpaXkn Ui nepexesata NnaTexHoro napons;

3. Bbibepun cnoxHbin naponb. NpectynHukam 6ygeTt He NpocTo yragaTb CrOXHbIN Naporib.
HapexHble naponu -

39TO naposnu, KoTopble cogepxaT He MeHee 8 3HaKoB M BKMOYalOT B cebs CTpo4Hble U
nponucHble GykBbl, LNMPbI U HECKONbKO CUMMBOSIOB, Takue Kak 3Hak gonnapa, (yHTa,
BOCKNMLUATENbHbIV 3HaK 1 T.n. Hanpumep, $tROng!;;

4. He BBOOM CBOM JIMYHbIE JaHHbIE HA CanTax, KOTOPbIM He JoBepsieLlb.

ONeKTPOHHasA no4ra

ONIeKTPOHHAas noyTa - 3TO TEeXHONOMMA N NpefocTaBnaemMble e YCryrn no nepecbisike u
NONYYEHUIO 3NEKTPOHHBLIX COOBLLEHN, KOTOpble pacnpenensatTcs B KOMMNbIOTEPHON CETW.
O6bLIYHO  9NEKTPOHHbLIN NOYTOBbLIN AWMK  BbIMSAUT  cnegyrowmnm obpasowm:
UMSA_Nonb3oBaTena@umsa_aoMeHa. Takke KpoMe nepedadum MNpoCcToro TekcTa, UMeeTcs
BO3MOXHOCTb nepefasatb pansbl.

OcHoBHble coBeThbl N0 6e3onacHon paboTe C INEeKTPOHHOM NOYTOMN:

1. Hapgo BbiBpaTb nNpaBusibHbIA MOYTOBLIN CepBUC. B MHTepHeTe ecTb OrpoMHbIA BbIGOP
BGecnnaTHbIX MOYTOBbLIX CEPBUCOB, OOHAKO nyylle [OBEPSATb TEM, KOro 3Haelb W KTO
nepBbI B PENTUHTE;

2. He ykasbiBan B NUYHOW MNOYTE NU4YHYIO WHGOpMauutio. Hanpumep, nyywe BbibpaTb
"My3blkanbHbI_(aHaT@" unm "pok2013" BmecTo "Tema13";

3. Mcnonb3yi aByxaTanHy aBTopm3aumio. ATO Korga noMMMO Napons Hy>KHO BBOAWUTL KOA,
npucblnaemMblin No

SMS;

4. Bolbepn cnoxHbln naponb. [Ons Kaxgoro nOo4YTOBOro silMka AofmkeH ObiTb CBOW
HaZleXHbIN, YCTONYMBLIN K

B311OMY naporib;

5. Ecnn eCTb BO3MOXHOCTb HanuMcaTb CamMOMy CBOM JIMYHbIA BOMPOC, WUCMOSb3yn 3Ty
BO3MOXHOCTb;

6. Mlcnonb3yn HEeCKONbKO MNOYTOBbLIX AWKMKOB. [lepBbln AN 4acTHOW MEpPEenuckn ¢
agpecataMmu, KOTOpbIM Tbl JoBepsielb. OTO 9NEKTPOHHbIN agpec He Hago MCnonb3oBaTb
npu pernctpaumm Ha goopymax n camTtax;

7. He oTkpbiBan hannbl n gpyrme BROXeHUa B NMUCbMax, Aaxe ecrv OHU NPULLU OT TBOUX
apyaen. Jlydle yTouHn y HUX, OTNpaBnsnun nu oHn tebe atn cannsi;

8. lNocne okoH4YaHWA paboTbl HA MOYTOBOM CepBUCE Nepef 3akpbITUEM BKIadKM C CanToM
He 3abyab HaxaTb Ha "Bbiitn".

Knb6epObynnuHr unu BuptTyanbHoe usgeBaTtesnibCTBO

KnbepbynnuHr - npecnegoBaHme CoOoBLIEHNSMN, coaepXalmmmn ockopbneHus, arpeccuio,
3anyrMBaHue; XynuraHcTBO; couuanbHoe OO0MKOTMpOBaHME C MOMOLUBK  Pa3fIUYHbIX
NHTEPHEeT-CEePBUNCOB.

OcHoBHble coBeTbl Mo 6bopbbe ¢ kKnbepbynnnHrom:

1. He 6pocaiica B 6on. Jlyywmin cnocob: nocoBeToBaTbCA Kak cebs BECTU U, €CNn HET TOro,
K KOMYy MOXHO 00paTuTbCs, TO BHayane ycnokoutbcs. Ecnv Tbl HavyHewb oOTBeYaTb
ockopbneHusaMmn Ha 0cKopBreHns, To TOMNbKO eLe 6onblLue pasoXKeLlb KOH(AKKT;

2. Ynpasnan ceoen knbeppenyTtaumen;



3. AHOHMMHOCTb B ceT MHumas. CywecTBylOT cnocobbl BbISCHUTb, KTO CTOMT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTtouT BecTuM XynuraHckmin obpas BUPTyarnbHOW XWU3HW. WIHTepHET dukcupyeT Bce
TBOM AENCTBUS U COXpaHSeT nx. Yoanutb nx 0yaeT kparHe 3aTpyaHUTENbHO;

5. Cobntogan cBot BUPTyasbHY0 YeCTb CMOJIOAY;

6. rHopupyn eavHuyHbIi HeratuB. OfHOpasoBble OCKOPOUTErNbHbIE COOOLLEHUA nydlle
urHopmpoBaTb. OBbIYHO arpeccus NpekpallaeTca Ha HadvanbHOW CTaauu;

7. baH arpeccopa. B nporpammax obMeHa MrHOBEHHbIMU COOBLUEHUSMU, B COLManbHbIX
CEeTAX €CTb BO3MOXHOCTb BITOKMPOBKM OTNPaBKM COOBLLEHMI C OonpeaeneHHbIX aApeCcoB;

8. Ecnm  Tbl cBugeTenb knbepbynnuHra. TBou  OEeWUCTBUSA:  BbICTYNUTb  NPOTUB
npecnegosaTens, nokasaTb €My, YTO ero AencTBUS OLEHMBAKOTCA HeraTMBHO, Noaaepxartb
XepTBY, KOTOPOM HYXHa mncuxonormyeckas mnoMoLb, COOBWMTbL B3pocibiM O hakTe
arpeccuBHOro noBeaeHNs B CeTH.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapT(OHbI 1 NaHWeTbl cogepxat B cebe BnosiHe B3pOCrbii (PYHKLMOHAn,
N TeNepb OHM MOTYT KOHKYPMPOBATb CO CTauMOHapHbIMKU KoMnbloTepamu. OgHako, cpeacTs
3awmThl Ans NogobHbIX YCTPOMCTB NoKa OYeHb Masro. TeCcTupoBaHUe 1 NOUCK YsI3BMMOCTEN
B HUX MPOUCXOANT HE TaK MHTEHCUBHO, Kak Ans K, To xxe camoe kacaeTca n MOBUIbHbIX
NPUITOXEHUN.

CoBpeMeHHble MObOUIbHbIE Bpay3epbl y)Ke NpakTUYEeCKU OOrHanm HacTONbHbIE aHarnoru,
O[HaKO paclumpeHue yHKUMOHana BreyeT 3a cobon 60MnbLlUyo CIOXHOCTb U MEHbLUYHO
3aLUNLLEHHOCTb.

[laneko He BCe NPOM3BOAUTENU BbINYCKAOT OOHOBMEHUA, 3aKpbiBalOLME KpUTUYECKMNE
YA3BMMOCTU O1151 CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Ansa 6e3onacHOCTN MOBUBHOMO TenegoHa:

Hunuyero He aBnseTca no-Hactosiwemy 6ecnnatHbiM. Byab OoCTOpOXeH, Beab Korga tebe
npegnaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbl KakKue-To nsiaTHble YCryru;
Adyman, npexage 4em otnpaButb SMS, poTo nnu Buaeo. Tbl TOYHO 3HaELWb, rae oHn byayT B
KOHe4yHOM uTtore? Heobxoammo oOHOBMAATE ONepaLmMoOHHY0 CUCTEMY TBOEro CMapT(oHa;
Mcnonb3yin aHTUBMpPYCHbIE NporpamMmMbl 4t MOBUNbHbLIX TENEOHOB;

He 3arpyxanm npumnoxeHuss OT HEU3BECTHOrO WCTOYHUKA, Bedb OHW MOryT cofepxaTb
BpeaoHOCHOE nporpaMmHoe obecneveHue;

lMocne Toro kak Tbl BblMAEWb C caWTa, rge BBOAMMA JIMYHYK MHGOpPMaUMo, 3angu B
HacTpownkn bpaysepa n yganu cookies;

lMeprnogmnyeckn nposepsn, Kakue nnaTHble YCnyrn akTMBUPOBaHbI HA TBOEM HOMEpE;

[aBan cBor HOMep MOOUNbHOro TenedoHa TOMNbKO MAAM, KOTOPbIX Tbl 3HAELWb U KOMY
posepsiewb; Bluetooth gomkeH ObITb BbIKMKOYEH, Korda Tbl UM He nonb3yewbced. He
3abbiBai nHorga NpoBepsTb 3TO.

Online vrpbl

CoOBpEMEHHble  OHMaWMH-Urpbl - 3TO  KpacouyHble, 3axBaTblBalOLME pa3BreYeHus,
00beauHSIIOLLIME COTHM ThbICAY 4YeroBek Mo Bcemy Mupy. Urpoku uccnenyroT OaHHbIA UM
Mup, obwaloTcs Apyr C APYroM, BbIMOMHSOT 3a4aHusl, cpaXalTcs C MOHCTpamMu U
nonyyaroT onbIT. 3a YAOBOMbLCTBME OHM MMATAT: MOKyNnawT AUCK, onnavymMBaloT aboHEeMEHT
NN NPUOGPETAIOT KaKMe-TO ONuUN.

Bce atTu cpeactBa wayT Ha nogdepkaHue WM pasBUTME UMPbl, a Takke Ha camy
6e30nNacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPWU3aLMW, BbIMyCKAOTCS HOBble naTyu
(umdppoBble 3annaTku Ans NporpaMMm), 3aKpblBatTCs YI3BMMOCTU CEPBEPOB.



B nogo6HbIX urpax CTOMT onacaTbCA HE CTOMbKO CBOUX COMEPHMKOB, CKOJTbKO KpaXku TBOEro
napons, Ha KOTOPOM OCHOBaHa cucTeMa aBTopusauumn 6osbLMHCTBA Urp.

OcHoBHble coBeTbl MO 6€30NacHOCTM TBOEro UFPOBOIO akKayHTa:

1. Ecnn gpyron urpok Beget cebs nnoxo unu co3gaet tebe HENPUATHOCTU, 3abBNOKMPYN ero
B CMUCKE UIPOKOB;

2. MNMoxanyncsa agMuHUCTpaTopam Urpbl Ha Noxoe NoBefeHne 3TOro Urpoka, xenatenbHo
NPUITOXNTb Kakme-To JoKa3aTenbCTBa B BUAe CKPUHOB,

3. He ykasbiBan nNuyHyo nHopmaumio B npodansie nrpbl;

4. YBaxaun gpyrux y4acTHUKOB MO UMpe;

5. He yctaHaBnnBan HeouLmarnbHble Natin n Mogbl;

6. Micnonb3yi CrioXHble 1 pasHble Naponu;

7. Jaxxe BO BpeMsA Urpbl He CTOUT OTKMYaTb aHTuBupyc. [loka Tbl urpaelb, TBOMU
KOMMbIOTEP MOTYT 3apasunThb.

PULLIMHT UnNun KpaXxa JIN4HbIX AaHHbIX

OOGbI4HOM KpaXken AeHer N AOKYMEHTOB CErofHs YK€ HUKOro He yAMBULIb, HO C pasBUTMEM
WHTEPHET-TEXHONOMMN 3MOYMbILUNIEHHUKA NepeMecTUnINCb B WHTEPHET, W NpoJoSKatoT
3aHMMmaTbCes "nobumbiM" genom.

Tak nosiBunacb HOBas yrpo3a: MHTEPHEeT-MOLUEHHMYEeCTBa UNu (PULIKNHE, rraBHaa uUerb
KOTOPOro COCTOUT B MOSyYEeHUN KOHpMAEHUManNbHbIX AaHHbLIX NOMAb30oBaTeNen - IOrMHOB U
naponen. Ha anrnuickom a3bike phishing untaetca kak duwmHr (ot fishing - pbibHas
noeng, password - naposb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cneam 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSI aHKeTa Obina B3nomaHa,
TO Heobxoaumo 3abnoknpoBaTb €e U CoobLWNTb agMUHUCTpaTopam pecypca 06 3ToM Kak
MOXHO CKopee;

2. Vicnonb3yn Ge3onacHble Beb-canTbl, B TOM 4YMCre, UHTEPHET-MarasvHOB M MOMCKOBbIX
CUCTEM,;

3. Vicnonb3yn cnoxHble M pasHble naponu. Takum obpasom, ecnn Tebs B3nomarT, TO
3M0YMBbILLMIEHHMKX NOflydaT JOCTYN TOSMbKO K OQHOMY TBOeMy Mpoduno B CETU, a He KO
BCEM,;

4. Ecnn Tebsa B3nomanu, To HeobxoamMmMo npenynpeauTb BCEX CBOMX 3HAKOMbIX, KOTOpPble
pobasneHbl y Tebs B Apy3bsX, O TOM, 4YTO Tebs B3romanu 1, BO3MOXHO, OT TBOEro MMEHU
OyaeT paccbinarbCsa cnam M CCbINKM Ha ULLNHIOBbLIE CalTbI;

5.YcTaHoBu HagexHbin naponb (PIN) Ha MOGunbHbIN TENedOoH;

6. OTkNOYM coxpaHeHne napons B bpaysepe;

7. He oTkpbiBan dannbl U gpyrue BroOXeHUs B NUCbMax, Aaxe eCrv OHU NpULLn OT TBOUX
apysen. Jlydwe yTouYHN y HUX, OTNpaBnsnn N oHn tebe atu hannol.

LincdpoBas penytaums

LncdpoBasa penytaumsa - 3170 HeraTMBHasi UnNu no3UTUBHas UHQopMaumnsa B ceTn o Tebe.
KomnpomeTupyowaa wuHdopmauus, pasMmelleHHass B WHTEepHeTe, MOXET Cepbe3HbIM
obpa3om oTpasuTbCs Ha TBoeW peanbHoOW XusHu. "Linpposas penytauma" - aTo TBOWM
UMUOX, KOTOPbIN hopMmmnpyeTca n3 nHpopmauum o Tebe B MHTEPHETE.

TBOE MecTo XuUTenbCcTBa, y4ebbl, TBOE (PMHAHCOBOE MOSOXEHME, OCOBEHHOCTM XapakTepa
N pacckasbl 0 6rIM3KNxX

- BCe 9TO HakannueaeTCcs B CETWU.

MHoOrme noapocTKM NErkOMbICNIEHHO OTHOCATCS K nybnukaumm nvyHOM mHopMauun B
NHTepHeTe, HEe NOHMMas BO3MOXHbIX MOCNEeACTBUN. Thl JaXe He CMOXellb JoragatbCa O



TOM, 4YTO dpoTorpadus, pasMeLLleHHasa 5 neT Hasaa, ctana NPUYNHON OTKasa NMpUHATL TebsA
Ha paborTy.

KommeHTapuun, pasmelleHne TBoux dpotorpadum n apyrme OencTBuUst MOryT HE UCYE3HYTb
Aaxe rnocne Toro, Kak Tbl UX yAanuwb. Tbl HE 3HaeELlb, KTO COXpaHWn 3Ty MHopMauuto,
nonasa fnm oHa B NOUCKOBbIE CUCTEMbI U

COXpaHunacb N OHa, a rnaBHOe: 4YTO nogymalrT O Tebe OKpyxawlime nan, KoTopble
HangyT M yBUaAT 3T0. Hamtm mHpopMaumio MHOro NeT CnycTa CMOXeT ntobon - Kak u3
[06pbIX NOBYXXAEHMI, TaK U C HAMEPEHUEM NPUYNHUTL Bpea.

OTO MOXeET ObITb KTO YrogHo.

OcCHOBHbIEe COBETLI NO 3aLMTe LNGPOBON penyTaunm:

1. Nogyman, npexage 4em 4to-TO nybnukoBaTb W nepegaBaTb y ceba B Onore unu B
coumarnbHON CeTu;

2. B HacTpounkax npocuna yctaHOBW OrpaHUYeHus Ha NPOCMOTP TBOEro npodunsa u ero
coepXXMMoro, caenamn ero Tonbko "ana gpysen';

3. He pa3meLuan n He ykasbiBan MHOpPMaLMo, KOTOpasi MOXeT KOro-nmbo ockopbnate nnm
obmxaTb.

ABTOpCKOe npaBo

CoBpeMEHHbIE LUKOMBbHUKM - aKTUBHbIE MONb30BaTENN LMPPOBOro npoctpaHcTea. OaHako
Aaneko He BCe 3HalT, YTO MOSfb30BaHWE MHOMMMWU BO3MOXXHOCTAMWU LMGPOBOro mupa
TpebyeT cobnogeHns npae Ha MHTENNEKTyanbHyt0 CO6CTBEHHOCTb.

TepMnH "uvHTennekTyanbHass COBCTBEHHOCTb" OTHOCUTCA K pPasfiMyHbIM  TBOPEHUSM
YefloBEYECKOr0 YyMa, HauMHas C HOBbIX W300peTeHMn u  3HakoB, OBO3HaYaKLMX
COBCTBEHHOCTb Ha NPOAYKTbI W YCNyrn, W 3akaHunBas KHUramu, oTorpadusmu,
KMHOUITbMamMKn U My3blKasibHbIMU MPOU3BEAEHNAMMU.

ABTOpCKMe rnpaBa - 3TO NpaBa Ha WHTENNeKTyasrbHyl0 COBCTBEHHOCTb Ha MPOU3BEOEHMS
HayKu, niMTepaTypbl N UCKycCTBa. ABTOPCKME NpaBa BbICTYNalT B KAYECTBE rapaHTum TOro,
YTO UHTENNeKTyanbHbIN/TBOPYECKUIN TPy aBTopa

He OyaeT HanpacHbIM, 4acT eMy CrpaBeaiMBble BO3MOXHOCTU 3apaboTaTb Ha pedynbrarax
CBOEro Tpyda, nosiyyMTb M3BECTHOCTb M MNpusHaHue. HukTo ©6e3 paspelleHus aBTopa He
MOXeT BOCNPOU3BOANTb ero npon3seneHue, pacnpoCcTpaHATb, ny6nn4Ho
AEeMOHCTpUpOBaTb, NpodaBaTb, UMMOPTUPOBATL, NyckaTb B NpokaT, Ny6SIMYHO UCMNOSTHATD,
NnokasblBaTb/MCMNONHATL B 3dMpe nnun pasmeLlatb B IHTepHeTe.

Mcnonb3oBaHue "nupartckoro" nporpaMmmMHOro obecnevyeHusi MOXeT MNPUBECTUM K MHOMMM
puckam: OT NoTepu AaHHbIX K TBOMM akkayHTam o OnoKMpOBKM TBOEro yCTPOWCTBa, rae
yCTaHOBIEeHa HeneranbHad nporpamma. He cTouT Takke 3abbliBaTb, YTO CYLLECTBYIOT
neranbHble 1 6ecnnaTHble NPOrpaMmbl, KOTOPbIE MOXXHO HAWUTK B CETU.

O noprane

CeTeBUYOK.p(h - TBOM [NaBHbIN COBETYMK B Ce€TU. 34€Cb Thl MOXeEWwb Yy3HaTb O
©e30MacHOCTM B CETU MOHATHBIM U AOCTYMHbIM S3bIKOM, @ NPU BO3HUKHOBEHUW KPUTUYECKOM
cuTyaumm obpaTuTbCsa 3a COBETOM. A TaKkKe MPUHATbL y4acTue B KOHKypcax M CTaTb CaMbiM
LMppoBbIM rpaxkgaHMHoOMm!



